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Privacy and Security of Confidential Information 
 
Boston College employees are expected to familiarize themselves with their obligations to maintain the 
confidentiality of personal or proprietary information under their control and to properly safeguard such 
information from unauthorized disclosure. Many of these obligations will arise from specific contractual 
arrangements such as non-disclosure agreements; some will arise from specific research protocols 
approved by the Boston College Institutional Review Board. Other University Policies are of broad 
application and require the compliance of virtually all University employees: the University Data Security 
Policy, related Data Security Directives, and the University Policy on Student Education Records. 
 
Conflicts of Interest and Commitment 
 

https://www.bc.edu/bc-web/research/sites/vice-provost-for-research/research-protections.html
https://www.bc.edu/content/dam/files/offices/policies/pdf/policies/2018/Data%20Security%20Policy%20rev%206%205%2018%20(00013718xC24C8).pdf
https://www.bc.edu/content/dam/files/offices/policies/pdf/policies/2018/Data%20Security%20Policy%20rev%206%205%2018%20(00013718xC24C8).pdf
https://www.bc.edu/bc-web/offices/its/support/security.html
https://www.bc.edu/content/dam/files/offices/policies/pdf/policies/2015/studenteducationrecords2015_00008111.pdf
https://www.bc.edu/content/dam/files/offices/policies/pdf/policies/2022/Professional-Standards-Conflicts-of-Interest-and-Commitment%20Policy-00031123xC24C8.PDF
https://www.bc.edu/bc-web/academics/sites/faculty-handbook/Policies.html
https://www.bc.edu/bc-web/research/sites/vice-provost-for-research/integrity-and-compliance/conflict-of-interest0.html
https://sites.google.com/bc.edu/fvp/home
https://sites.google.com/bc.edu/fvp/home
https://www.bc.edu/bc-web/offices/student-services/about/notices-disclosures.html#tab-student_loan_code_of_conduct_for_employees
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Appropriate Use of Technology and Information Resources 
 
The technological and information resources of Boston College are to be accessed and utilized in an 
ethical manner. All users of technological and information resources are to adhere to high moral, legal, 
and professional standards, and are expected to support the mission, and act in the best interests of 

http://www.bc.edu/content/dam/files/offices/policies/pdf/policies/I/1-100-025.pdf
http://www.bc.edu/content/dam/files/offices/policies/pdf/policies/I/1-100-025.pdf
https://www.bc.edu/content/dam/bc1/sites/policies/Professional-Standards-and-Business%20Conduct-Compliance%20Program%20Policy-April%202017-00031231xC24C80-.PDF
https://www.bc.edu/content/dam/bc1/sites/policies/Professional-Standards-and-Business%20Conduct-Compliance%20Program%20Policy-April%202017-00031231xC24C80-.PDF

